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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.819.
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Rationale





UE can be authorized to use both a Public PLMN and non-public networks. In TR 23.734[1], Key issue 6 is proposed to support UE to access PLMN services via non-public networks and vice versa. In this roaming scenario, distributed denial-of-service can be accomplished by flooding NPN network with superfluous authentication requests from PLMN to overload systems and prevent legitimate requests from being fulfilled. This proposal aims to add a new KI for protection against DDoS attack when accessing NPN services via PLMN into TR 33.819[2]. We kindly propose SA3 to agree the following pCR.
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
5.X
Key Issue #X: Key Issue for protection against DDoS attack 
5.X.1
Key issue details
Key issue 6 in TR 23.734 [3] is proposed to support UE to access PLMN services via non-public networks and vice versa. In the roaming scenario of accessing NPN services via PLMN, the following describes the attack of misbehaving or compromised UE using registration request procedure as shown in Fig.X.1.
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Figure X.1: Establishing connectivity to non-public network via 5GC Public PLMN services. 
For the registration request procedure to NPN via PLMN, the attack may look like the following:

1. UE first discovers, selects and connects to a PLMN using the public credentials;

2. The PDU session is established to obtains IP connectivity to the NPN via the PLMN;

3. UE connects to untrusted non-3GPP access network and selects an N3IWF;

4. UE triggers the registration request to the NPN;

5. The compromised or misbehaviored UE authenticates to NPN using same/different credentials even though the credential is fake.  

If the attackers are able to compromise a large number of UE to launch the exact same behaviour, this may result in a serious DoS attacks to NPN and waste the communication resource of PLMN. For PLMN, the continuous malicious registrations to NPN occupy the increased overhead of PLMN.  Alghough the UE’s IP addresses are different, the malicious packets may all come from the same source from the view of NPN, which will influence the PLMN’s reputation. 
For this key issue, it is assumed that the malicious behaviour on the UE is the result of an attacker having access to the UE, which it can instruct to make superfluous requests to the NPN using fake creditials. 
5.X.2
Security threats 

It is expected that UE’s access to NPN via PLMN are supported by 5G system where the roaming agreement between a PLMN operator and an NPN operator allow. A large number of unauthorized (malicious/hijacked) UE may perform registration procedure to NPN via PLMN. If UE uses fake credential on purpose, it will fail the authentication and may repeat the procedure in the following. Distributed denial-of-service is accomplished by flooding NPN network with superfluous requests to overload systems and prevent legitimate requests from being fulfilled. The NPN network is under the DDoS threat from PLMN, while the PLMN may have bad reputation because of the malicious/hijacked UE.  
5.X.3
Potential Security requirements

-
The NPN shall support detection of DDoS attack with superfluous authentication requests and ensure availability of legitimate authentication requests.
-
The PLMN shall limit the communication overhead for illegitimate packet transmission. 
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